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22. A hospital’s security manager has implemented an automated network 
security tool with the following functions.
§ The tool analyzes network traffic for signs of malicious activity so the 

security team can quickly spot potential threats.
§ The tool generates an alert when suspicious or malicious traffic is 

detected because the hospital wants to be notified right away if an attack 
is attempted.

§ The tool does not take direct action to block or stop the traffic itself 
because the hospital wants administrators to decide how to respond to 
threats.

Which of the following security systems did the security manager 
implement?
(A) Data loss prevention system
(B) Network intrusion prevention system
(C) Network intrusion detection system
(D) Security information and event management system

Section II: Free-Response Question
The following is an example of the free-response question found on the exam.

Device Security Analysis

The following sources all come from the same device and are captured in a risk 
assessment for this device.

Source 1

The device’s IP address is 192.168.1.10.

 

Device Firewall Settings

Rule 
Number Action  Source  Destination

 
Direction

Port  
Number  Protocol

1 Deny 172.45.66.184 192.168.1.10 Inbound 22 SSH
2 Allow ALL 192.168.1.10 Inbound 21 FTP
3 Allow ALL 192.168.1.10 Inbound 80 HTTP
4 Allow ALL 192.168.1.10 Inbound 445 SMB
5 Allow ALL 192.168.1.10 Inbound 443 HTTPS
6 Allow ALL 192.168.1.10 Inbound 22 SSH
7 Allow 172.45.66.184 192.168.1.10 Inbound 3306 MySQL
8 Allow ALL 192.168.1.10 Inbound 3389 RDP
9 Allow 192.168.1.50 192.168.1.10 Inbound 5900 VNC

10 Deny ALL ALL Inbound ALL ALL
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