Introduction to Security
AP Cybersecurity - Vocabulary

English

H3C

Pinyin

2\ Social engineering
@ adversary

() elicitation

A Intimidation

® Urgency

4> impact

(® challenge questions
&« impersonate

@ one-time password (OTP)
¥ malware

o password attack
W weak

dictionary

M authentication

& password manager

£ multifactor
(MFA)

¥ exploits
N zero days
&) motivation

= Evil twin

@) access point

= SSID

& encrypted

authentication
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she hui gong chéng xué
dui shou

tao qu xin x1

kong he

jin po gan

ying xiang

an quan wen ti

mao chong

yi cl xing mi ma

¢ yl ruan jian

mi ma gong j1

ruo

71 dian

shen fen yan zheng

mi ma guan i qi

duo yin su shen fen yan zheng
lou dong 1i yong

ling 11 1ou dong

dong j1

shuang bao tai e yi re dian
jie Tt disn

fa wu ji biao shi fu

jia mi de



English

3L

Pinyin

(@) Jamming
&3 denial of service (DoS)
@& War driving

@ virtual network

(VPN)

&) deepfake
& Large
(LLMs)

BD phishing

private
models

language

o shared secret
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gan rao gong ji
ju jué fa wu
zhan zheng jia shi

xu ni zhuan yong wang luo

shen du wéi zao
da yu yan moé xing
diao yu

gong xiang mi mi




