
Introduction to Security
AP Cybersecurity ·Vocabulary

English 中文 Pinyin

Social engineering 社会工程学 shè huì gōng chéng xué

adversary 对手 duì shǒu

elicitation 套取信息 tào qǔ xìn xī

Intimidation 恐吓 kǒng hè

Urgency 紧迫感 jǐn pò gǎn

impact 影响 yǐng xiǎng

challenge questions 安全问题 ān quán wèn tí

impersonate 冒充 mào chōng

one-time password (OTP) 一次性密码 yí cì xìng mì mǎ

malware 恶意软件 è yì ruǎn jiàn

password attack 密码攻击 mì mǎ gōng jī

weak 弱 ruò

dictionary 字典 zì diǎn

authentication 身份验证 shēn fèn yàn zhèng

password manager 密码管理器 mì mǎ guǎn lǐ qì

multifactor authentication
(MFA)

多因素身份
验证

duō yīn sù shēn fèn yàn zhèng

exploits 漏洞利用 lòu dòng lì yòng

zero days 零日漏洞 líng rì lòu dòng

motivation 动机 dòng jī

Evil twin 双胞胎恶意
热点

shuāng bāo tāi è yì rè diǎn

access point 接入点 jiē rù diǎn

SSID 服务集标识
符

fú wù jí biāo shí fú

encrypted 加密的 jiā mì de
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English 中文 Pinyin

Jamming 干扰攻击 gān rǎo gōng jī

denial of service (DoS) 拒绝服务 jù jué fú wù

War driving 战争驾驶 zhàn zhēng jià shǐ

virtual private network
(VPN)

虚拟专用网
络

xū nǐ zhuān yòng wǎng luò

deepfake 深度伪造 shēn dù wěi zào

Large language models
(LLMs)

大语言模型 dà yǔ yán mó xíng

phishing 钓鱼 diào yú

shared secret 共享秘密 gòng xiǎng mì mì
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