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& Confidentiality i bdo mi xing

O Integrity SERENE wéan zhéng xing

& Availability ] ké yong xing

@ script kiddie A /N jido bén xido zi

& hacktivist NG Bh Ay hei ké hué dong fen zi
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2x insider SR NG nei bu rén yuin

@ cyberterrorist

@ transnational criminal organ-
isations
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fa) reconnaissance

Q OSINT

&° lateral movement
O risk

I\ threat

[\ vulnerability

@ asset

(" likelihood

(7 severity

S Avoid

¢ Transfer

@ Mitigate
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wang luo kong bu fen zi
kua gudé fan zui zu zht

jie duan
zhen cha

gong kai lai yuadn qing bao

héng xiang yi dong
feng xian

wei xié

lou dong

71 chan

ké néng xing

yan zhong xing
gui bi

zhuan yi

huan jié

jie shou
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® residual risk

Q@ physical

¥ technical

Po managerial

O preventative

Q detective

22 corrective

£ defense-in-depth
2® physical attacks

2\ Piggybacking
2 Tailgating

® Shoulder surfing

W Dumpster diving

B8 Card cloning
keylogger

R foothold

i} clean desk policy
8 bollards

i card readers

I1 access control vestibule

(4> uninterruptible power supply

(UPS)

@& motion sensors

I points of ingress and egress
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sheng yu feng xidn
wu i

ji shu

guan i

yu fang xing

jian ce xing

jiu zhéng xing
zong shen fang yu
wu li gong ji

wéi sui  (huo xt ké )
wéi sui  (wei ché jué )
jian kut

fan la j1 sou ji qing bao
mén jin ka fu zhi

jian pan ji lu qi

li zt dian

qing zhuo zheng ce
fang zhuang zhu

dua ka qi

mén jin gian shi

bu jian duan dian yuan

yun dong chuan gan qi

chu ru kou




