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{2 ARP poisoning

SS address resolution protocol
(ARP)

fm MAC addresses
23 on-path attack

= MAC flooding

&% switch

® cavesdropping

@ DNS poisoning

& domain name system (DNS)
2 credential harvesting

&9 denial of service (DoS)

&= distributed denial of service
(DDoS)

= rogue access point
% split tunneling
= WPA3

s Network segmentation
8 subnets

@ screened subnet

O DMZ

a® VLANS

3 firewall

® Stateless

@ Stateful
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di zhi jié x1 tou da

di zhi jié x1 xié yi

wu i di zhi
zhong jian rén gong j1

wu li di zhi fan hong

jiao huan j1

qie ting

yu ming téu da
yu ming xi tong
ping ju shou ji
ju jué fu wu

fon bit shi ji jué fit wit

fei fa jie ru dian
fen 1i sui dao

wi xian jia mi xié yi

wang luo fen duan
zi wang

ping bi zi wang

gé i qu

xu ni ju yu wang
fang huo qidng
wu zhuang tai

you zhuang tai
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v= access control list (ACL)

Tl log files
@& network intrusion detection
system (NIDS)

© network intrusion prevention
system (NIPS)

Ar security  information and
event management (SIEM)

M Signature-based
@& Anomaly-based

— baseline
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fang wen kong zhi lie bido

ri zhl wén jian

wang luo ru gin jian ceé xi tong
wang luo ru qin fang yu xi tong
an quan xin x1 yu shi jian guan
i

j1 yu te zheng

j1 y y1 chang

j1 xian




