
Securing Devices
AP Cybersecurity ·Vocabulary

English 中文 Pinyin

embedded computer 嵌入式计算
机

qiàn rù shì jì suàn jī

Internet of Things (IoT) 物联网 wù lián wǎng

malware 恶意软件 è yì ruǎn jiàn

Virus 病毒 bìng dú

Worm 蠕虫 rú chóng

Trojan 木马 mù mǎ

remote access trojan (RAT) 远程访问木
马

yuǎn chéng fǎng wèn mù mǎ

Ransomware 勒索软件 lè suǒ ruǎn jiàn

Spyware 间谍软件 jiàn dié ruǎn jiàn

Keylogger 键盘记录器 jiàn pán jì lù qì

Logic bomb 逻辑炸弹 luó jí zhà dàn

fileless malware 无文件恶意
软件

wú wén jiàn è yì ruǎn jiàn

RAM 内存 nèi cún

unpatched software 未打补丁的
软件

wèi dǎ bǔ dīng de ruǎn jiàn

cryptographic hash function 密码散列函
数

mì mǎ sàn liè hán shù

hash 散列值 sàn liè zhí

collision resistant 抗碰撞 kàng pèng zhuàng

pre-image resistance 抗原像 kàng yuán xiàng

salt 盐值 yán zhí

password spraying 密码喷洒 mì mǎ pēn sǎ

credential stuffing 撞库 zhuàng kù

rainbow table 彩虹表 cǎi hóng biǎo

biometric 生物特征 shēng wù tè zhēng
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multifactor authentication
(MFA)

多因素身份
验证

duō yīn sù shēn fèn yàn zhèng

acceptable use policy 可接受使用
政策

kě jiē shòu shǐ yòng zhèng cè

Anti-malware software 反恶意软件 fǎn è yì ruǎn jiàn

patch 补丁 bǔ dīng

host-based firewall 主机防火墙 zhǔ jī fáng huǒ qiáng

indicator of compromise
(IoC)

入侵指标 rù qīn zhǐ biāo

endpoint detection and re-
sponse (EDR)

端点检测与
响应

duān diǎn jiǎn cè yǔ xiǎng yìng

2


